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Abstract—DAG-based blockchains face the key challenge of
transaction inclusion collision due to the high concurrency
and network delay. In this paper, we propose “We-TIPS”, a
weak-block-based transaction inclusion protocol with signaling,
designed to tackle this key challenge. In We-TIPS, during the
mining process, the miner can broadcast the weak block header
as a signal, which can indicate the miner’s current transaction
inclusion. With the prompt broadcast of the signal, the miner
can effectively avoid the transaction inclusion collision and
thus greatly boost the system performance. Besides, we develop
a transaction inclusion game in We-TIPS to model miners’
interaction and show that it is a potential game. We propose
a decentralized transaction inclusion algorithm that can achieve
the approximate Nash equilibrium. Finally, we conduct intensive
experiments to demonstrate the superior performance of We-
TIPS.

Index Terms—blockchain network, performance analysis,
game theory

I. INTRODUCTION

The Internet of Things (IoT) and wireless networks are
rapidly transforming the way we interact with our environ-
ment, leading to a vast and interconnected network of devices,
sensors, and services [2], [3]. With the increased connectivity,
security, and reliability of these networks, there is a growing
need for a distributed and decentralized approach to managing
the vast amounts of data generated by IoT devices [4]. This is
where blockchain technology comes into play [5]. Blockchain
technology has emerged as a potential solution to address the
challenges of IoT data management by providing a secure and
decentralized platform for data exchange [6]–[8]. However,
the traditional blockchain architecture requires the explicit
confirmation of each block, which can result in delays and
inefficiencies in wireless networks with low bandwidth and
high latency. To overcome these limitations, a new type
of blockchain architecture has emerged, called the Directed
Acyclic Graph (DAG)-based blockchain [9]. The DAG-based
blockchain ensures that multiple transactions can be processed
simultaneously across multiple blocks without the need for
global confirmation, which is important for IoT applications.

While DAG-based blockchains offer many advantages for
wireless networks and IoT applications, one of the key
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challenges they face is transaction inclusion collision [10].
This occurs due to high concurrency and network delays, as
miners may not have access to the most up-to-date infor-
mation about the blockchain, especially in wireless networks
with low bandwidth and high latency. As a result, the same
transactions may be included in concurrent blocks, leading
to redundant records in the blockchain. This collision in
transaction inclusion can waste block capacity and severely
degrade system performance, posing a significant challenge
for the effective implementation of DAG-based blockchains
in wireless networks and IoT applications [11].

Faced with this challenge, authors in [12] propose “TIPS”,
a transaction inclusion protocol with signaling in the DAG-
based blockchain. TIPS [12] includes a Bloom filter in the
block header which can indicate the included transactions,
and broadcast the block header as a signal when a miner
successfully mines a new block. Since the size of the signal
is small enough, the signal can be broadcast to the whole
blockchain network in a short time and effectively help the
miners to avoid transaction inclusion and thus significantly im-
prove the system performance. However, we notice that TIPS
only signals other miners when a new block is successfully
mined, which limits its performance improvement. To address
this problem, we propose “We-TIPS”, the weak-block-based
transaction inclusion protocol with signaling in DAG-based
blockchain, which can signal the miners during the mining
process to avoid transaction inclusion collision.

Before successfully mining a new block (i.e. finding the
solution to the hashing puzzle), the miner may find several
weak solutions that do not satisfy the full mining difficulty re-
quirement but also reflect a valid partial proof-of-work (PoW).
The block with the weak solution is called “weak block”.
This is similar to the partial proof-of-work, i.e., “shares”
in mining pools [13]. Similar to TIPS [12], we include the
Bloom filter into the block header so that a block header
can serve as a signal indicating the transactions included
in the block. Differently, instead of broadcasting the signal
only when a new block is mined, We-TIPS allows the miner
to broadcast the weak block header as a signal during the
mining process. With the prompt broadcast of the signal in
the weak block header, the miner can know other miners’
current transaction inclusion strategies, based on which, the
miner can adjust his mining strategy to avoid transaction
inclusion collision. Besides, to model the miners’ interaction
in We-TIPS, we develop a transaction inclusion game. We
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show that the transaction inclusion game in We-TIPS is a
potential game. We further propose a decentralized transaction
inclusion algorithm that can achieve the approximate Nash
equilibrium. Both the theoretical analysis and experimental
validation support the high efficiency of the We-TIPS.

The key contributions of the paper are as follows:
• We propose a novel weak-block-based transaction inclu-

sion protocol with signaling (We-TIPS) in the DAG-based
blockchain. We-TIPS allows miners to broadcast their
weak block header as a signal during the mining process,
which can indicate the miners’ current transaction inclu-
sion strategies and help the miners to avoid the transaction
inclusion.

• We adopt a game-theoretic framework to model the min-
ers’ interaction in We-TIPS. We show that the transaction
inclusion game in We-TIPS can be modeled as a potential
game. Besides, we propose a decentralized transaction
inclusion algorithm that can achieve the approximate
Nash equilibrium.

• We conduct a rigorous theoretical analysis encompassing
both sensitivity and security aspects. The sensitivity anal-
ysis provides a theoretical perspective on the influence
of We-TIPS and the weak block ratio on system perfor-
mance. Concurrently, the security analysis demonstrates
both incentive compatibility and system robustness.

• We provide some empirical results of the existing DAG-
based blockchain to demonstrate how transaction inclu-
sion collision degrades the system performance in reality.
Besides, we develop a DAG-based blockchain simulator
and conduct intensive experiments. The experiment re-
sults show that We-TIPS can achieve the nearly-optimal
performance. Specifically, We-TIPS can achieve more
than 98% utilization, while “TIPS” can achieve 90%
utilization and the current popular protocol “Conflux”
only achieves 72% utilization.

The rest of the paper is organized as follows. In Section II,
we introduce the background of the DAG-based blockchain.
In Section III, we introduce the system model of We-TIPS. In
Section IV, we develop the transaction inclusion game in We-
TIPS, and propose a transaction inclusion algorithm to achieve
the approximate Nash equilibrium. In Section V, we delve into
the dynamics of transaction inclusion strategies among miners
with heterogeneous hash rates. In Section VI, we conduct
a sensitivity analysis on the weak block ratio to investigate
how variations in this parameter affect system performance. In
Section VII, we demonstrate the incentive compatibility and
system robustness of We-TIPS. In Section VIII, we conduct
intensive experiments to demonstrate the efficiency of We-
TIPS. In Section IX, we discuss several practical aspects of
We-TIPS. In Section X, we review related literature. Section
XI concludes the paper with the final remark.

II. BACKGROUND

A. Overview of DAG-Based Blockchains

A Directed Acyclic Graph (DAG) is a graph structure
that consists of vertices (or nodes) connected by edges with
a direction where no cycles exist. DAG-based blockchains

use this structure to record transactions more flexibly than
traditional linear blockchains [9].

In a conventional linear blockchain (such as Bitcoin [14]),
transactions are grouped into blocks that are arranged sequen-
tially. Each block contains a block header and a block body.
The block header includes metadata, such as a timestamp, a
reference to the previous block’s hash, and a Merkle root sum-
marizing the transactions. The block body carries the actual
transactions. The linearity of the chain requires blocks to be
added sequentially, which can lead to transaction processing
bottlenecks, high latency, and limited throughput.

DAG-based blockchains [9] allow multiple blocks (or trans-
actions) to be processed concurrently. In these systems, the
ordering of transactions is determined by the DAG structure
rather than a single linear sequence. This concurrency can
lead to improvements in scalability and efficiency, as more
transactions can be processed in parallel.

B. Key Components in DAG-based Blockchains

a) Block Header: The block header is a concise sum-
mary of the block’s contents. It typically contains a reference
(or hash) to the previous block (or blocks, in the case of
DAG systems), a timestamp, and other metadata (such as
the nonce in proof-of-work systems). The smaller size of the
header compared to the full block body enables faster network
propagation.

b) Blockchain Mining: Mining is the process by which
new blocks are produced and added to the blockchain. In
proof-of-work (PoW) systems [14], miners compete by repeat-
edly hashing the block header with varying nonce values until
they find a hash that meets a predetermined difficulty target.
The miner who finds a valid solution first broadcasts the block,
and other network participants verify its correctness before
accepting it. Importantly, each block header includes a Proof of
Work that is inherently linked to the miner’s address, meaning
that the mining puzzle is unique to each participant. This
guarantees that each miner’s work remains both secure and
distinct. Mining thus serves two key purposes: it secures the
network by making block creation computationally expensive
and it determines the block production rate. In DAG-based
blockchains that inherit the PoW mechanism (e.g., block–DAG
systems) [9], the mining process is similar to that in linear
blockchains, but the structure of the ledger allows multiple
blocks to be produced concurrently.

c) Transaction Inclusion and Collision: Transaction in-
clusion refers to the process whereby miners select trans-
actions from a pool and incorporate them into blocks. In
both linear and DAG-based blockchains, multiple miners may
choose to include the same transaction, leading to what is
known as a transaction inclusion collision [10]. When colli-
sions occur, the same transaction may be redundantly included
by several miners, thereby reducing the effective throughput
of the system, defined as the number of distinct transactions
confirmed in a given time. Efficient mechanisms to coordinate
transaction selection and mitigate collisions are especially
critical in high-concurrency environments.
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C. Two Types of DAG-Based Blockchains

DAG-based blockchain systems can be broadly divided into
two categories [9]:

a) Block-DAG Systems: In block-DAG architectures,
blocks are organized in a Directed Acyclic Graph (DAG)
instead of a traditional linear chain. Notable examples of
block-DAG systems include Conflux [15], Spectre [16], and
Phantom [17]. This arrangement allows for the concurrent
generation of multiple blocks, thereby enhancing the overall
throughput of the network. By aggregating numerous trans-
actions into a single block, block-DAG systems efficiently
compress data, which in turn improves system performance
and reduces overhead associated with transaction verification.

b) Transaction-DAG Systems: Transaction-DAG sys-
tems, on the other hand, take a more granular approach by
treating individual transactions as vertices within the DAG
structure. Prominent systems implementing this paradigm in-
clude Byteball [18], Nano [19], and Avalanche [20]. This
allows for greater flexibility in transaction handling and
verification, as each transaction is propagated and validated
independently. Despite their flexibility, the absence of block
aggregation means transaction-DAG systems may suffer from
increased network and validation overhead, which can nega-
tively impact overall system efficiency.

In this paper, we concentrate exclusively on block-DAG
systems that incorporate Bitcoin’s Proof of Work (PoW)
mining paradigm. Our research addresses the inefficiencies
stemming from transaction inclusion collisions, a prevalent
issue that occurs when miners, due to network latency and
high concurrency, incorporate identical transactions into their
respective blocks. Within a block-DAG framework, a miner’s
block header, being relatively lightweight, can function as
a signal to other miners. This signal can be disseminated
swiftly across the network, facilitating coordinated transac-
tion inclusion and thereby reducing collisions. Conversely,
in transaction-DAG systems, the overhead of broadcasting
an additional signal is nearly equivalent to broadcasting the
transaction itself. Consequently, the signaling mechanism pro-
posed in our study would provide only marginal advantages
in transaction-DAG scenarios. Therefore, we limit our analysis
and protocol design to block-DAG systems, where the benefits
of rapid and compact signals are most substantial.

III. SYSTEM MODEL

In this section, we introduce the system model of “We-
TIPS”, i.e., the weak-block-based transaction inclusion proto-
col with signaling in the DAG-based blockchain. The key fea-
ture of We-TIPS is that the miners in We-TIPS can broadcast
the signal using a weak block header indicating their current
transaction selection during the mining process, by which the
miners can coordinate their transaction inclusion strategies to
avoid transaction inclusion collision.

A. Model Overview

Figure 1 demonstrates the system model of We-TIPS. In
We-TIPS, during the mining process, each miner may find
some weak headers, which are the partial solutions to the
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Fig. 1. System model of We-TIPS

mining puzzle. There is a Bloom filter [21] in the header,
which can indicate the transactions that the miner is currently
mining on. Therefore, the weak header can serve as a signal
during the mining process. Once a miner finds a weak header,
he will broadcast his weak header to other nodes. And when
receiving weak headers from other nodes, the miner will adjust
his transaction inclusion strategy to avoid transaction inclusion
collision. Once a miner successfully solves the mining puzzle
(finds a strong header), he will follow the TIPS protocol [12],
that is, he will broadcast the strong header first to further avoid
transaction inclusion collision.

B. Block Layout

In the PoW-based blockchain system, every miner tries to
solve a PoW puzzle by computing the hash function over a
newly created header. The header is constantly being changed
by modifying its nonce field, until a valid hash value is
found. Consistent with the definitions of [22], we denote the
block header that solves the PoW puzzle as a “strong header”
with its hash value h smaller than the strong target (mining
difficulty) Ts. The “weak header” is a block header whose
hash value does not meet the strong target Ts, but is still
low enough to prove a significant PoW, i.e. Ts ≤ h < Tw,
where Tw > Ts and Tw is the weak target. For convenience,
we denote β = Tw/Ts ≥ 1 as the weak block ratio in We-
TIPS, which demonstrates the expected number of weak/strong
block headers corresponding to each strong block header.
Specifically, β = 1 indicates the scenario without weak blocks,
where the proposed We-TIPS reduces to TIPS [12]. Similar to
TIPS [12], we insert the Bloom filter in the block header. A
Bloom filter is a space-efficient probabilistic data structure,
conceived by Burton Howard Bloom in 1970 [21], which is
used to test whether an element is a member of a set. We can
consider the block header with the Bloom filter as a signal in
our system, where the Bloom filter can indicate the selected
transactions in the block. As discussed in TIPS [12], the size
of the Bloom filter is small enough so that the block header
can be propagated through the whole network in a short time.

C. Mining Process

The mining process is shown in Algorithm 1. During the
mining process in We-TIPS, the miners’ behaviors of mining
and receiving the strong block header and block body are
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Algorithm 1: Mining process in We-TIPS
1 on MineBlock:
2 for nonce ∈ {0, 1, 2, · · · } do
3 header ← createHeader(nonce)
4 hash← H(header)
5 if hash < Ts then
6 // strong header
7 broadcast(header)
8 broadcast(body)
9 return

10 if hash < Tw then
11 // weak header
12 broadcast(header)

13 on ReceiveBlockHeader⟨header⟩
14 hash← H(header)
15 assert(validHeader(header) and hash < Tw)
16 BF ← getBloomFilter(header)
17 // select the transactions hitting BF from transaction pool
18 TX ← getTransactionSet(BF, txpool)
19 if hash < Ts then
20 // strong header
21 Update transaction pool based on TIPS [12]
22 if hash < Tw then
23 // weak header
24 Update the selecting transactions based on Algorithm 2

25 on ReceiveBlockBody⟨body⟩
26 header ← getBlockHeader(body)
27 hash← H(header)
28 // we only handle the block body with a strong header
29 assert(validBody(body) and hash < Ts)
30 Update transaction pool based on TIPS [12]

consistent with those in TIPS. And the miner’s behaviors on
weak block headers are summarized as follows:

• When a miner finds a weak block header, it only needs
to broadcast the weak block header.

• When a miner receives a weak block header, it needs to
check the validation of the weak block header. If the weak
block header is valid, the miner will update his transaction
inclusion strategy to avoid transaction inclusion collision,
which will be discussed in Section IV.

Note that the weak block header does not change the consensus
protocol in the DAG-based blockchain system. Thus We-TIPS
can be used as an “add-on” component, and can be applied to
most of the current DAG-based blockchain protocols.

IV. TRANSACTION INCLUSION STRATEGY

In this section, we investigate the miners’ transaction in-
clusion strategies in We-TIPS. We first show that the miners’
interactions can be modeled as a multi-agent Markov decision
process (MMDP). To model the miner’s rationality, we inves-
tigate the miner’s transaction inclusion strategy from a game-
theoretical perspective. We show that the transaction inclusion
game in We-TIPS is a potential game and further propose a
transaction inclusion algorithm that can achieve the approxi-
mate Nash equilibrium with a good system performance.

A. Blockchain Modeling

We consider a DAG-based blockchain system with N min-
ers, where the block generation process follows the Poisson
process with a rate λ. We denote the effective network prop-
agation delay as ∆. Each miner maintains a transaction pool

containing at most m transactions. Due to the block size limit,
each block can contain at most n transactions. Without loss of
generality, we assume that the transactions in the memory pool
are sorted in descending order by their transaction fees, and the
transaction fee of the transaction i is denoted as fi. Each miner
is rational and will choose his transaction inclusion strategy
to maximize his utility, which forms a transaction inclusion
game in We-TIPS.

B. Miners’ Behaviors Modeling

Since the block generation process follows the Poisson
process, which satisfies the memorylessness property, the
miners’ behavior can be modeled as a multi-agent Markov
decision process (MMDP).

1) Multi-agent Markov Decision Process: The multi-agent
Markov decision process (MMDP) of the mining process can
be represented as a tuple < N ,S, (Ai)i∈N , P, (Ri)i∈N >,
where N denotes the set of N miners in the DAG-based
blockchain system, with xi denoting the hash rate of miner
i and x = [x1, . . . , xN ] denoting the normalized hash rate
vector, i.e.,

∑N
i=1 xi = 1, xi ∈ [0, 1]; S is a set of states,

each state s ∈ S can be represented as a tuple < f,W,b >,
where f ∈ R1×m denotes the transaction fees of m transactions
in the memory pool, and W ∈ RN×m is a matrix denoting
the miners’ transaction selections in their previous weak
headers. Specifically, W (i, j) = 1 denotes that the latest weak
header mined by miner i contains transaction j 1, otherwise
W (i, j) = 0. The symbol b ∈ RN×1 denotes the mining
results. bi = 1 implies that the miner i successfully solves
the PoW puzzle, i.e., finds the strong block header. Otherwise
bi = 0. The symbol Ai ∈ R1×m denotes the action of miner
i. Specifically, Ai,j = 1 implies that the miner i includes
the transaction j in a block and mines on that. Otherwise,
we have Ai,j = 0. Since there are at most n transactions
in a block, we have ||Ai||1 =

(∑m
j=1 Ai,j

)
≤ n, ∀i ∈ N ,

where || · ||1 is the Manhattan norm of a vector. Typically,
we consider the case when ||Ai||1 = n, ∀i ∈ N . Fur-
thermore, the joint actions of miners can be represented as
A = A1 × . . . × AN ∈ RN×m. Ri(s,A) is the reward of
miner i at state s with the joint actions A. P is the probability
transition function that describes state transition, conditioned
on the past states s and joint actions A. This game satisfies
the Markov property due to the memorylessness of the mining
process, i.e., P [st+1|st, At, . . . , s0, a0] = P [st+1|st, At].

2) Reward: Since the coinbase transaction reward is inde-
pendent of the miner’s transaction selection, for simplicity,
we only consider the transaction fee reward in the miner’s
revenue. And the miner can obtain the transaction fee reward
only when he successfully mines a strong block. Thus, the
weak block header in We-TIPS only serves as a signal, and
miners cannot get any reward from mining a weak block
header. Besides, if there exist ι miners who have successfully
mined a strong block with the same transaction i during the
network propagation period ∆, we assume that the expected

1When we say the block header contains transaction j, it implies that the
transaction j hits the Bloom Filter in the block header.
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reward for any one of these miners on the transaction i is fi/ι,
i.e., assuming an equal network advantage for all miners. Note
that such a model of probabilistic and homogeneous network
advantage during the propagation period is common in the
previous study (e.g., [10], [23]).

3) State Transition: We consider the state that at least one
of the miners successfully solves the PoW puzzle and finds the
strong block header as the final state, i.e., s∗ =< f,W,b >
where b ̸= 0⃗ is a final state. The game ends at the final state
without any further state transitions and will restart at the next
step. We call the other states with b = 0⃗ as processing states.
With β = Tw/Ts denoting the difficulty ratio of mining a
strong block and weak block, the probability of transition from
the processing states to the final states is 1/β, and the probabil-
ity of transition from the processing states to other processing
states is 1−1/β. Specifically, the probability of miner i mining
a weak header, and the state transfer from the processing state
s =< f,W, 0⃗ > to the processing state s(i) =< f,W (i), 0⃗ >

is P
(
< f,W (i), 0⃗ > | < f,W, 0⃗ >,A

)
=
(
1− 1

β

)
xi, where

W (i)(j, k) =

{
W (j, k), j ̸= i,

A(i, k), j = i.
The probability that at

least one of the miners solves the PoW puzzle and mines
a strong block, and the state transfer from the processing
state s =< f,W, 0⃗ > to the final state s∗ =< f,W,b > is
formulated in the following lemma:

Lemma 1. The probability that the state transfers from the
processing state s =< f,W, 0⃗ > to the final state s∗ =<
f,W, b > is

P (s∗|s,A)=1

β

(
(λ∆)||b||1−1

(||b||1 − 1)!
e−λ∆

)∑
π∈PK

|K|∏
i=1

xπ(i)

1−
∑i−1

j=1 xπ(j)

,

where K = {i|bi = 1} denotes the set of miners who generate
new blocks at the final state s∗.

Proof. At the final state s∗ =< f,W,b >, there are ||b||1
blocks generated in the blockchain system. Then (||b||1 − 1)
blocks are generated during the block propagation time ∆.
Since the block generation process follows the Poisson process
with a rate λ, the probability that (||b||1−1) blocks are gener-
ated during the block propagation time ∆ is (λ∆)||b||1−1

(||b||1−1)! e
−λ∆.

Denote the set K = {i|bi = 1} as the set of miners who
generates a new block at the final state s∗, and we have
|K| = ||b||1 and K ⊂ N . Then the problem of calculating
the probability that the miners in K mine new blocks given
the condition that |K| blocks will be generated is equivalent
to the sampling problem with varying probability without
replacement [24], where the normalized miners’ hash rates
x corresponds to their weights. Let PK denote the set of all
permutations of the elements of K. Then the probability that
the miners in K mine new blocks given the condition that |K|
blocks will be generated is

Pr(K) =
∑

π∈PK

|K|∏
i=1

xπ(i)

1−
∑i−1

j=1 xπ(j)

. (1)

Since the probability of transition from the processing states
to the final states is 1/β, the probability that the state transfer

from the processing state s =< f,W, 0⃗ > to the final state
s∗ =< f,W,b > is

P (s∗|s,A)=1

β

(
(λ∆)||b||1−1

(||b||1 − 1)!
e−λ∆

)∑
π∈PK

|K|∏
i=1

xπ(i)

1−
∑i−1

j=1 xπ(j)

.

The proof is thus completed.

C. Game Analysis

For simplicity, in the following discussion, we assume that
the miners are homogeneous to enable tractable analysis. We
further show that the transaction inclusion game in We-TIPS
is a potential game.

When the miners are homogeneous, we know that the
expected reward for a miner to include a certain transaction
depends on the number of miners who also select the same
transaction, which is formulated in the following lemma.

Lemma 2. The expected reward for a miner to include
transaction j given that there are total c miners who decide
to include transaction j in their newly-mined block is

rj(c) =

∞∑
k=0

(λ∆)ke−λ∆

(
k−1∏
i=0

(N − 1− i)

)−1

·
min(c−1,k)∑

t=0

(
c− 1

t

)(
N − c

k − t

)
fj

t+ 1

 .

Proof. Denote the set K as the set of miners (except itself)
who generates a new block during the block propagation time
∆. Since the block generation process follows the Poisson
process with a rate λ, the probability that k blocks are
generated during the block propagation time ∆ is

Pr(|K| = k) =
(λ∆)k

k!
e−λ∆.

Then the probability that the miners in K mine new blocks
given the condition that |K| blocks will be generated can be
calculated using equation (1). As miners are homogeneous,
they have the same hash rate, i.e., xi = 1/N,∀i ∈ N . Then
equation (1) can be simplified as

Pr(K | |K| = k) = k!

(
k−1∏
i=0

(N − 1− i)

)−1

.

Denote the set C as the set of miners (except itself) who decide
to include transaction j in their newly-mined block, then we
have |C| = c − 1 and C ⊂ N . Therefore, at the final state
s∗, there will be |K ∩ C| miners who include transaction j in
their newly-mined block. Then the expected reward for these
miners on transaction j is fj/ (|K ∩ C|+ 1). Let t = |K ∩ C|,
then the number of combinations that leads to the expected
reward of fj/ (t+ 1) is

#Comb(t) =
(

|C|
|K ∩ C|

)
·
(

|N − C| − 1

|K| − |K ∩ C|

)
=

(
c− 1

t

)
·
(
N − c

k − t

)
.

(2)
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Therefore, the expected reward for a miner to include transac-
tion j given that there are total k miners who decide to include
transaction j in their newly-mined block is

rj(c) =

∞∑
k=0

Pr(|K| = k) · Pr(K) ·
min(c−1,k)∑

t=0

#Comb(t)


=

∞∑
k=0

 (λ∆)k

k!
e−λ∆ · k!

(
k−1∏
i=1

(N − 1− i)

)−1

·
min(c−1,k)∑

t=0

(
c− 1

t

)(
N − c

k − t

)
fj

t+ 1

 .

The proof is thus completed.

With the expected reward analysis, we can further show that
the transaction inclusion game in We-TIPS is a potential game.

Theorem 1. The transaction inclusion game in We-TIPS is
a potential game, where the utility for the miner i with joint
action A is

ui(A) =
∑

j∈{k|Ai,k=1}

rj(cj(A)),

where cj(A) denotes the number of miners including the
transaction j given the joint action A, and rj(c) denotes
the expected reward on transaction j given that there are
totally c miners selecting the transaction j, which is for-
mulated in Lemma 2, and the potential function is Φ(A) =∑m

j=1

∑cj(A)
k=1 rj(k), where m is the number of transactions

in the transaction pool.

Proof. Consider the case where a single miner changes its
strategy from Ai to Bi. Let ∆ui be the change in its cost
caused by the change in strategy, then we have

∆ui = ui(Bi, A−i)− ui(Ai, A−i)

=
∑

j∈{k|Bi,k=1∧Ai,k=0}

rj(cj(A) + 1)−
∑

j∈{k|Bi,k=0∧Ai,k=1}

rj(cj(A))

Let ∆Φ be the change in the potential caused by the change
in strategy, then we have

∆Φ = Φ(Bi, A−i)− Φ(Ai, A−i)

=
∑

j∈{k|Bi,k=1∧Ai,k=0}

rj(cj(A) + 1)−
∑

j∈{k|Bi,k=0∧Ai,k=1}

rj(cj(A))

Thus we can conclude that ∆ui = ∆Φ. And thus the
transaction inclusion game in We-TIPS is a potential game.
The proof is thus completed.

Since the transaction inclusion game in We-TIPS is a poten-
tial game, it always has a pure strategy Nash equilibrium and
the finite improvement property [25], [26]. This implies that
any asynchronous better response update process is guaranteed
to reach a pure strategy Nash equilibrium. This motivates the
algorithm design in the following section.

D. Transaction Inclusion Strategy in We-TIPS

The transaction inclusion strategy in We-TIPS is shown in
Algorithm 2. The miner will analyze other miners’ transaction
selection strategy based on the weak block headers they
broadcast, where

∑
i ̸=i∗ W (i, j) in line 7 in Algorithm 2

denotes the number of miners who select the transaction j in
their latest weak block header. After knowing other miners’
transaction selection strategies, the miner will estimate the
expected reward for each transaction based on Lemma 2 (line
8). Based on the estimation of each transaction, the miner will
adopt a myopic strategy and select the transactions with the
highest expected reward (line 1-5). In this way, the miner will
adopt the best response to other miners’ behaviors.

Algorithm 2: Transaction Inclusion Strategy in We-
TIPS

Input: i∗, f,W, λ,∆ // the miner index i∗; transaction fee f;
transaction selection matrix W ; blockchain setting λ,∆

Output: T // the set of selected transactions
1 Function TransactionSelection(i∗, f,W, λ,∆):
2 for j = 1, . . . ,m do
3 Estimate the expected reward of transaction j, i.e., ej =

Estimate(i∗, f,W, λ,∆)
4 Select the transactions with the top-n reward as a set T
5 Return T

6 Function Estimate(i∗, f,W, λ,∆, j):
7 c =

∑
i̸=i∗ W (i, j) + 1

8 r = rj(c) calculated by Lemma 2
9 Return r

We first show that Algorithm 2 can achieve the η-
approximate Nash equilibrium in the following theorem.

Theorem 2. Algorithm 2 can achieve the η-approximate Nash
equilibrium, where

η = O

β−1N2 logN

n∑
j=1

fj

 .

Proof. We will show that Algorithm 2 will find a ϵ-
approximate Nash equilibrium with the potential function:

Φ(A) =

m∑
j=1

cj(A)∑
k=1

rj(k) ≤
m∑
j=1

nj(A)rj(1) ≤ N

n∑
j=1

fj .

When the miners are homogeneous, each miner has the same
probability 1/N to generate a new block. When a new weak
block is mined, the corresponding miner can publish his latest
transaction selection set. If the miner changes his transaction
inclusion strategy, we decrease the potential function Φ by at
least η. Otherwise, we have reached the η-approximate Nash
equilibrium. Similar to the Coupon collector’s problem [27],
the expected number of rounds before each miner generates a
weak block is θ(N logN), where N is the number of miners.
Therefore, before reaching the η-approximate equilibrium,
each θ(N logN) rounds will decrease Φ with a least η. Then
the expected number of rounds is at most

Φ(a)θ(N logN)

η
≤ ϵ−1N2 logN

n∑
j=1

fj .



JOURNAL OF LATEX CLASS FILES, VOL. 14, NO. 8, AUGUST 2021 7

Besides, the game ends when a strong block is mined. With
β = Tw/Ts denoting the difficulty ratio of mining a strong
block and weak block, the expected number of weak blocks
in each round is β. Therefore, we have that

θ

η−1N2 logN

n∑
j=1

fj

 ≤ θ(β).

Thus, we have

η = O

β−1N2 logN

n∑
j=1

fj

 .

The proof is thus completed.

According to Theorem 2, we can find that a larger weak
block ratio β indicates a smaller η. Specifically, we can show
that when β is large enough, i.e., β → ∞, Algorithm 2 is
guaranteed to achieve the pure strategy Nash equilibrium.

Theorem 3. When the weak block ratio β is large enough,
i.e., β → ∞, Algorithm 2 is guaranteed to achieve the pure
strategy Nash equilibrium with probability 1.

Proof. Since the potential game has the finite improvement
property, we assume that after χ better response update, it can
reach the pure strategy Nash equilibrium. According to the
Coupon collector’s problem, the probability that there is no
better response update in r rounds (each weak block corre-
sponds to a single round) is that Pr(r) ≤

(
1− 1

N

)r ≤ e−r/N .
And the probability that there will be χ better response update
within χ · r rounds is that Pr(χ) ≥

(
1− e−r/N

)χ
. The game

ends when a strong header is mined with the probability 1/β.
And the number of total rounds in the game follows the
geometric distribution with the expected value µ = β and
variance σ2 = β2 − β. Using Chebyshev’s inequality, the
probability that there will be at least χṙ rounds is

Pr(χ · r) = 1−
χ·r∑
i=1

(1− 1

β
)i
1

β
≥ β2 − β

(β − χr)2
.

Let r =
√
β
χ , then the probability that Algorithm 2 will achieve

the pure strategy Nash equilibrium is

Pr(NE) = Pr(χ · r) · Pr(χ) ≥ β2 − β

(β −
√
β)2

·
(
1− e−

√
β

N

)χ
.

Thus we have limβ→∞ Pr(NE) = 1, which implies that
we can achieve the pure strategy Nash equilibrium with
probability 1 when β → ∞. The proof is thus completed.

Consistent with the equilibrium analysis in TIPS, when
the effective network propagation delay ∆ is small enough,
Algorithm 2 in We-TIPS is guaranteed to achieve the unique
Nash equilibrium as in TIPS.

Theorem 4. Selecting the transactions with the top-n trans-
action fee is the unique Nash equilibrium in this transaction
inclusion game when ∆ ≤ 1

λφ
(

fn+1

fn

)
and Algorithm 2 is

guaranteed to achieve the unique Nash equilibrium.

Proof. Since ∆ ≤ 1
λφ
(

fn+1

fn

)
is equivalent to 1−e−λ∆

λ∆ ≥
fn+1

fn
. We are going to prove that when 1−e−λ∆

λ∆ ≥ fn+1

fn
,

the unique Nash equilibrium in this transaction inclusion
game is to always include the transactions with the highest
transaction fee, i.e., the top n transactions. Initially, according
to Algorithm 2, all the miners will choose to include the
transactions with the highest transaction fee, and thus achieve
the Nash equilibrium and will not change their transaction
inclusion strategy.

Denote the transaction set A = {1, 2, · · · , n} as the top
n transactions with the highest fee, and transaction set B =
{n+1, · · · ,m} as the set of the remaining transactions. Then
according to Lemma 2, the expected reward for the transaction
in A is rj = rj(N) = (1− e−λ∆)fj/(λ∆),∀j ∈ A, and the
expected reward for transaction in B is rj = rj(1) = fj ,∀j ∈
B. Then we have that minj∈A rj = rn = 1−e−λ∆

λ∆ fn. and that
maxj∈B rj = rn+1 = fn+1. Since 1−e−λ∆

λ∆ ≥ fn+1

fn
, we have

that minj∈A ≥ maxj∈B, therefore transactions in A are always
the transactions with the highest expected reward, none of the
miners have the incentive to choose other transactions, which
reaches the equilibrium. The proof is thus completed.

V. HETEROGENEOUS MINERS

In this section, we delve into the dynamics of transaction
inclusion strategies among miners with heterogeneous hash
rates.

As an extension of Lemma 2, we now examine the antici-
pated reward for miner i to include transaction j in the context
of a scenario involving heterogeneous miners.

Lemma 3. The expected reward for miner i to include
transaction j is

rij(Ci
j , x) =

∑
Ki∈P(Ni)

(λ∆)|Ki|

(|Ki|)!
e−λ∆ ·

∑
π∈Π(Ki)

|Ki|∏
k=1

xπ(k)

1−
∑k−1

j=1 xπ(j)

· fj/
(
|Ki ∩ Ci

j |+ 1
)
,

where Ci
j is the set of miners (except miner i itself) who decide

to include transaction j in their newly-mined block, Ni =
N/{i} denote the set of miners except miner i. Let P(Ni)
denote as the power set of the set Ni, which is the set of all
the subsets of Ni, including all the empty set and the set Ni

itself. Π(Ki) denotes the set of all permutations of the elements
of Ki, and x = [x1, . . . , xN ] denotes the miners’ normalized
hash rate vector, i.e.,

∑N
i=1 xi = 1, xi ∈ [0, 1].

Proof. Let Ni = N/{i} denote the set of miners except miner
i. Let P(Ni) denote as the power set of the set Ni, which is
the set of all the subsets of Ni, including all the empty set
and the set Ni itself.

We now investigate the expected reward for miner i to
include transaction j, Denote the set Ki ⊂ Ni as the set of
miners (except miner i itself) who mine a new block during the
block propagation time ∆. Since the block generation process
follows the Poisson process with a rate λ, the probability that
|Ki| blocks are generated during the block propagation time
∆ is

Pr(#block = |Ki|) =
(λ∆)|Ki|

(|Ki|)!
e−λ∆.
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Then the problem of calculating the probability that the
miners in Ki mine new blocks given the condition that |Ki|
blocks will be generated is equivalent to the sampling problem
with varying probability without replacement [24], where the
normalized miners’ hash rates x corresponds to their weights.
Let Π(Ki) denote the set of all permutations of the elements
of Ki. Then the probability that the miners in Ki mine new
blocks given the condition that |Ki| blocks will be generated
is

Pr(Ki|#block = |Ki|) =
∑

π∈Π(Ki)

|Ki|∏
k=1

xπ(k)

1−
∑k−1

j=1 xπ(j)

.

Denote Ci
j as the set of miners (except miner i itself) who

decide to include transaction j in their newly-mined block
and Ci

j ⊂ Ni. Therefore, at the final state s∗, there will be
|Ki∩Ci

j |+1 miners who include transaction j in their newly-
mined block. Then the expected reward for these miners on
transaction j is fj/

(
|Ki ∩ Ci

j |+ 1
)
. Therefore, the expected

reward for miner i to include transaction j with Ci
j as the

set of miners (except miner i itself) who decide to include
transaction j in their newly-mined block is

rij(Ci
j , x) =

∑
Ki∈P(Ni)

Pr(#block = |Ki|) · Pr(Ki|#block = |Ki|)

· fj/ (|Ki ∩ Ci|+ 1)

=
∑

Ki∈P(Ni)

(λ∆)|Ki|

(|Ki|)!
e−λ∆ ·

∑
π∈Π(Ki)

|Ki|∏
k=1

xπ(k)

1−
∑k−1

j=1 xπ(j)

· fj/
(
|Ki ∩ Ci

j |+ 1
)
.

The proof is thus completed.

The transaction inclusion strategy for heterogeneous miners
in We-TIPS is delineated in Algorithm 3. To gauge the hash
rates of other miners, each miner maintains a window that
tracks the number of weak blocks mined by all participants.
The ratio of weak blocks mined by a specific miner directly
corresponds to its hash rate (line 8-9).

Leveraging these estimations of miners’ hash rates, a miner
can then project the expected reward for each transaction
using Lemma 3 (line 10). Subsequently, the miner adopts a
myopic strategy, strategically selecting transactions with the
highest anticipated rewards (line 4). This approach enhances
the miner’s decision-making process, optimizing transaction
selection based on real-time estimates of hash rates and
maximizing potential rewards.

When miners exhibit heterogeneity, the transaction inclusion
game no longer qualifies as a potential game. This deviation
stems from the fact that the expected reward for a miner to
include a specific transaction is not solely contingent upon
the number of miners selecting the same transaction or the
cumulative computing power dedicated to that transaction.

For instance, consider a scenario where a transaction is
chosen by a miner with a 5% hash rate versus one chosen by
a miner with a 50% hash rate. The expected reward for each
transaction differs significantly, reflecting the varying impact
of hash rates on block generation. Furthermore, the expected
reward for a transaction selected by a miner with a 50% hash

Algorithm 3: Transaction inclusion strategy with het-
erogeneous miners in We-TIPS

Input: i∗, f,W, λ,∆ // the miner index i∗; transaction fee f;
transaction selection matrix W ; blockchain setting λ,∆

Output: T // the set of selected transactions
1 Function TransactionSelection(i∗, f,W, λ,∆):
2 for j = 1, . . . ,m do
3 Estimate the expected reward of transaction j, i.e., ej =

Estimate(i∗, f,W, λ,∆)
4 Select the transactions with the top-n reward as a set T
5 Return T

6 Function Estimate(i∗, f,W, λ,∆, j):
7 Cij = {i | W (i, j) = 1}/{i}
8 xi ← number of weak blocks mined by miner i

total number of weak blocks
9 x← [x1, . . . , xN ]

10 r = rij(Cij , x) calculated by Lemma 3
11 Return r

rate is not equivalent to that chosen by ten miners, each with
a 5% hash rate. This distinction arises because the miner with
a 50% hash rate can generate at most one block including the
specific transaction, whereas the collective ten miners with 5%
hash rates may produce multiple blocks, thereby diminishing
the expected reward for that transaction.

Despite the transaction inclusion game losing its potential
game status in heterogeneous settings, the dynamics resemble
those of homogeneous scenarios. Consequently, we continue
to employ the transaction inclusion algorithm wherein miners
optimize their responses to other miners’ actions. We will
substantiate this approach through experiments detailed in
Section VIII, demonstrating that Algorithm 3 remains highly
effective even amidst miner heterogeneity.

VI. SENSITIVE ANALYSIS ON WEAK BLOCK RATIO

In this section, we conduct a sensitivity analysis on the weak
block ratio β to investigate how variations in this parameter
affect system performance.

We formalize our model by considering a system compris-
ing N homogeneous miners, collectively denoted as the set
N . For analytical tractability, we assume the transaction pool
contains sufficient transactions, with fee structures exhibiting
approximate uniformity across the pool. Under these condi-
tions, rational miners are incentivized to strategically select
distinct transactions from the pool to mitigate transaction
inclusion conflicts during block construction. This scenario
models a setting similar to Ethereum, where the base fee
constitutes the dominant portion of the transaction fee, while
the priority fee is negligible. For example, in Ethereum [28],
the current base fee is 93, and the highest priority fee is 3,
resulting in a transaction fee range predominantly between [93,
96].

Furthermore, all miners adhere to Algorithm 2 in the trans-
action inclusion game. According to Algorithm 2, initially, all
N miners select the first transaction bundle with the highest
transaction fee. In each round, one miner is randomly chosen
to generate a weak block header, revealing their transaction
choice within this header. Subsequently, the other miners
update their choices to the next available (i.e., not yet chosen
and revealed) transaction bundle. The game concludes each
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round with a probability of 1/β, where β ≥ 1. Thus, the
stopping round is defined as T ∼ Geom(1/β), where Geom
denotes the geometric distribution. After the game concludes,
if we randomly select n ≤ N miners to generate the strong
blocks, the expected number of distinct transaction bundles
among their choices is presented in the following lemma.

Lemma 4. After the game stops, if we randomly select n ≤ N
miners from N , the expected number of distinct transaction
bundles among their selections is

d(n, β) =

N−1∑
k=1

P (K = k)

[
nk

N
+ 1−

(
k
n

)(
N
n

)]+ P (K = N)n,

where the distribution of K is given by

P (K = k) =

∞∑
r=k

1

β

(
1− 1

β

)r−1 (N
k

)
k!S(r, k)

Nr
,

with S(r, k) denoting the Stirling numbers of the second kind.

Proof. We divide the argument into several steps.

Step 1. Process Description. Initially, all N miners choose
the first transaction bundle. In each round, a miner is selected
uniformly at random (with replacement) from the set N =
{1, 2, . . . , N}. If the miner is being revealed for the first time,
its current transaction bundle becomes fixed and the remaining
unrevealed miners update their selection to the next available
transaction bundle. Thus, when exactly K distinct miners have
been revealed:

• These K miners each hold a distinct transaction bundle
(say, transaction bundles 1, 2, . . . ,K);

• The remaining N − K unrevealed miners all hold the
same new transaction bundle (transaction bundle K+1).

Step 2. Stopping Time Distribution. Let T be the round
in which the game stops. The stopping time T follows a
geometric distribution with parameter 1/β:

P (T = r) =
1

β

(
1− 1

β

)r−1

, r ≥ 1.

Because a miner may be selected more than once, the number
K of distinct revealed miners after r rounds is the number of
distinct outcomes in r independent draws from {1, . . . , N}.

Step 3. Distribution of K. Conditional on the game stopping
in round T = r, each round involves an independent draw
from the N miners, so the total number of possible sequences
of selections over r rounds is Nr. To have exactly k distinct
miners revealed in these r rounds, we proceed as follows:

1) Choose the k miners: There are
(
N
k

)
ways to choose

which k miners will be the ones that appear.
2) Count valid sequences: For the chosen k miners, we

need to count the number of sequences of r rounds in
which each of these miners appears at least once. This is
equivalent to counting the number of surjective functions
from a set of r rounds to a set of k miners. The number
of such surjections is given by k!S(r, k), where S(r, k)
denotes the Stirling numbers of the second kind.

Thus, the number of favorable sequences is(
N

k

)
k!S(r, k),

and hence the conditional probability is

P (K = k | T = r) =

(
N
k

)
k!S(r, k)

Nr
, for r ≥ k.

Averaging over the geometric stopping time T (with P (T =

r) = 1
β

(
1− 1

β

)r−1

) yields the unconditional distribution

P (K = k) =

∞∑
r=k

P (T = r)P (K = k | T = r)

=

∞∑
r=k

1

β

(
1− 1

β

)r−1 (N
k

)
k!S(r, k)

Nr
.

Step 4. Counting Distinct Transaction Bundles in a Sample.
After the game stops, if we randomly select n miners from the
N , let X be the number of miners in the sample that belong
to the K revealed ones. Since these K miners are uniformly
distributed among all N miners, X follows a hypergeometric
distribution with mean

E[X | K] =
nK

N
.

The K revealed miners each hold a distinct transaction bundle,
while the unrevealed miners (if any) all hold the same trans-
action bundle. Therefore, the number of distinct transaction
bundles in the sample is

d(n | K) =

{
X + 1, if X < n,

n, if X = n,

which can be succinctly written as

d(n | K) = X + 1{X<n},

where 1{X<n} is the indicator function that equals 1 if X < n
(i.e., if at least one miner in the sample is unrevealed) and 0
otherwise. Hence, the conditional expectation is

E
[
d(n | K)

]
=E[X | K]+1−P (X = n | K) =

nK

N
+1−

(
K
n

)(
N
n

) ,
with the convention that (Kn)

(Nn)
= 0 when K < n. Note that if

K = N (i.e., all miners are revealed), then d(n | N) = n.

Step 5. Averaging Over K. Averaging the conditional expec-
tation over the distribution of K gives

d(n, β) =

N−1∑
k=1

P (K = k)

[
nk

N
+ 1−

(
k
n

)(
N
n

)]+P (K = N)n .

This completes the proof.

The monotonicity and limit of d(n, β) is analyzed in the
following lemma.
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Lemma 5. For fixed integers 1 ≤ n ≤ N and for β ≥ 1,
define

d(n, β) =

N−1∑
k=1

P (K = k)

[
nk

N
+ 1−

(
k
n

)(
N
n

)]+ P (K = N)n,

with

P (K = k) =

∞∑
r=k

1

β

(
1− 1

β

)r−1
(
N
k

)
k!S(r, k)

Nr
,

where S(r, k) are the Stirling numbers of the second kind.
Then:

1) The function β 7→ d(n, β) is monotone increasing.
2) In the limit as β → ∞, we have d(n, β) = n.

Proof. We begin by interpreting the model in the following
steps.

Step 1. Representation via a Random Variable K. Let T
denote the round in which the game stops. By design,

P (T = r) =
1

β

(
1− 1

β

)r−1

, r ≥ 1,

so that T is geometrically distributed with mean β. In each
round one miner is chosen uniformly at random from N
miners (with replacement), and if the chosen miner is being
revealed for the first time its choice is fixed. Thus, if T = r
then the number K of distinct miners that have been revealed
satisfies

P (K = k | T = r) =

(
N
k

)
k!S(r, k)

Nr
, r ≥ k,

so that the unconditional law is

P (K = k) =

∞∑
r=k

1

β

(
1− 1

β

)r−1
(
N
k

)
k!S(r, k)

Nr
.

Notice that the mapping r 7→ K(r) is nondecreasing, so that
larger values of T yield stochastically larger K. Moreover,
observe that the bracket function

f(k) =


nk

N
+ 1−

(
k
n

)(
N
n

) , k < N,

n, k = N,

which represents the number of distinct transaction bundles in
a sample when K = k, is increasing in k (with the convention
that for k < n we take

(
k
n

)
= 0). Thus, we can write

d(n, β) = E[f(K)].

Step 2. Monotonicity in β. Consider two parameters β1 < β2.
Then the corresponding geometric distributions have parame-
ters

pi =
1

βi
, qi = 1− 1

βi
, i = 1, 2.

Since p1 > p2 and q1 < q2, it is known that the geometric
distribution with parameter p2 is stochastically larger than that
with parameter p1; that is,

Pβ1
(T ≤ t) ≥ Pβ2

(T ≤ t) for all t ≥ 1.

Since K is nondecreasing in T , it follows by standard argu-
ments on the composition of stochastic orders that

Pβ1
(K ≤ k) ≥ Pβ2

(K ≤ k) for all k.

In other words, the distribution of K shifts to larger values
as β increases. Since f(k) is increasing in k, the expectation
E[f(K)] is larger under β2 than under β1. Therefore,

d(n, β) = E[f(K)]

is monotone increasing in β.

Step 3. The Limit as β → ∞. As β → ∞, the stopping
probability per round 1/β tends to zero and the mean stopping
time tends to infinity. Hence, with probability one the game
continues until all N miners have been revealed. Formally, for
every fixed k < N ,

lim
β→∞

P (K = k) = 0,

while
lim
β→∞

P (K = N) = 1.

Therefore, taking the limit in the expression for d(n, β) we
obtain

lim
β→∞

d(n, β) = lim
β→∞

{
N−1∑
k=1

P (K = k)f(k)+P (K = N)n

}
= n.

Conclusion. We have shown that d(n, β) is an increasing
function of β and that

lim
β→∞

d(n, β) = n.

This completes the proof.

According to Lemma 4 and Lemma 5, we observe that
d(n, β) increases monotonically as β increases. As β ap-
proaches infinity, the stopping probability per round, 1/β,
converges to zero. In this scenario, d(n, β) approaches n,
which is the expected outcome, as each miner reveals and
selects a distinct transaction bundle, thus eliminating any
transaction inclusion collision. This observation aligns with
the theoretical findings in Theorem 3, demonstrating that when
the weak block ratio β is sufficiently large, specifically as
β → ∞, Algorithm 2 reliably attains the pure strategy Nash
equilibrium with probability 1. Building on Lemma 4, the
system utilization with N homogeneous miners and β weak
block ratio is shown in the following theorem.

Theorem 5. Consider a DAG-based blockchain system with
We-TIPS protocol where blocks are generated according to a
Poisson process with rate λ and the propagation delay is ∆,
the weak block ratio is β, the expected system utilization is
given by

U(β) =

∞∑
n=0

d(n+ 1, β)

n+ 1

(λ∆)n

n!
e−λ∆,

where d(n, β) is presented in Lemma 4.

Proof. Since the block generation process follows a Poisson
process with rate λ, the probability that exactly n blocks are
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Fig. 2. System utilization with different weak block ratios.

generated during the propagation time ∆ after one block is
generated is

Pr(#blocks = n) =
(λ∆)n

n!
e−λ∆.

Given that d(n, β) is the expected number of distinct transac-
tion bundles among the n blocks, the utilization when n extra
blocks are generated during the propagation time ∆ is

U(n, β) =
d(n+ 1, β)

n+ 1
.

To obtain the overall expected utilization, we average U(n)
over the distribution of n blocks generated during ∆:

U(β) =

∞∑
n=1

U(n, β) Pr(#blocks = n)

=

∞∑
n=1

d(n+ 1, β)

n+ 1

(λ∆)n

n!
e−λ∆.

This completes the proof.

According to Theorem 5 and Lemma 5, the system utiliza-
tion U(β) increases monotonically with the weak block ratio
β, implying that a larger weak block ratio can help achieve the
Nash equilibrium, preventing transaction inclusion conflicts,
and enhancing system performance. Moreover, as the weak
block ratio β becomes large, specifically as β → ∞, system
utilization approaches 100%, i.e., limβ→∞ U(β) = 1, which
aligns with Theorem 3.

Figure 2 illustrates the relationship between system utiliza-
tion, weak block ratio (β), and block generation rate (λ).
The left panel presents a 3D view, depicting how system
utilization varies with changes in β and λ. Utilization levels are
color-coded from purple (lower utilization) to yellow (higher
utilization). The right panel displays 2D plots of system
utilization as a function of β for various fixed values of λ:
0.2, 0.4, 0.6, 0.8, and 1.0, with distinct colors for clarity. As
β increases, system utilization consistently rises across all λ
values, emphasizing the impact of the weak block ratio on
system performance.

VII. SECURITY ANALYSIS

A. Incentive Compatibility of Honest Weak Header Broadcast-
ing

In We-TIPS, each miner broadcasts a weak header that
includes a Bloom filter indicating its intended transaction set.

This signal enables other miners to adjust their transaction
inclusion strategies to avoid collision. In this subsection, we
prove that if a miner deviates from honest broadcasting, either
by withholding (no-broadcast) or by misreporting its trans-
action set (misleading broadcast), its expected revenue will
be reduced. Hence, when all other miners broadcast honestly,
honest weak header broadcasting is a Nash equilibrium.

Theorem 6. If a miner deviates from honest broadcasting
(either by withholding its weak header or by broadcasting
a misleading weak header), then its expected reward will be
lower. Therefore, honest broadcasting is a Nash equilibrium.

Proof. Under the honest strategy, miner i broadcasts its true
intended transaction set Ti in its weak header. In response,
the other miners adjust their transaction inclusion strategies
to avoid transactions in Ti, thereby reducing the chance of
collision. Consequently, if miner i mines a strong block, each
transaction j ∈ Ti is included by exactly cj miners (with miner
i among them), and its share of the fee is given by rj =

fj
cj

. Let
the total revenue of miner i be the sum over all transactions
in Ti.

Now consider the case where miner i deviates from the hon-
est strategy. We distinguish between two types of deviation:

1) No-broadcasting: Miner i withholds its weak header
entirely. In this case, other miners receive no signal
regarding miner i’s intended transaction set. As a result,
these miners may include some or all transactions from
Ti in their own blocks, increasing the overall competi-
tion for each such transaction.

2) Misleading broadcast: Miner i broadcasts a weak
header that reports a transaction set T̄i ̸= Ti. (Note that
the case T̄i = ∅ is equivalent to no-broadcasting.) Here,
although miner i is actually mining on Ti, it publicly
signals only T̄i. Thus, other miners adjust their strategies
based on the reported set T̄i rather than the true set Ti.

We denote by rj the estimated value of transaction j in
Algorithm 2 when miner i is honest and by r̄j the estimated
value when miner i broadcasts T̄i. The effect of deviation can
be analyzed by partitioning Ti into two disjoint subsets:

• For transactions in Ti ∩ T̄i: Since miner i’s broadcast
agrees with its true intention on these transactions, the
estimation in Algorithm 2 remains unchanged (i.e., r̄j =
rj). Consequently, the number of miners including such
a transaction remains the same, and miner i’s expected
reward on these transactions is unaffected.

• For transactions in Ti\T̄i: Since these transactions are not
signaled in the weak header, the count of miners’ reported
intentions (as computed in Line 7 of Algorithm 2) is
lower. In turn, this leads to a higher estimated value on
Line 8, making these transactions appear more attractive
to other miners. Therefore, more miners are likely to
include any j ∈ Ti \ T̄i, which increases the effective
inclusion count for these transactions. As a result, miner
i’s share of the fee for such transactions decreases (i.e.,
its reward becomes fj/c̄j with c̄j > cj).

Recall that the reward for mining is obtained only from
winning a strong block (since generating a weak header does



JOURNAL OF LATEX CLASS FILES, VOL. 14, NO. 8, AUGUST 2021 12

not yield direct rewards), and the revenue from each trans-
action is inversely related to the number of miners including
that transaction. Therefore, any deviation that causes even a
subset of Ti to be under-reported (or not reported) increases
the competition on those transactions, thereby reducing miner
i’s expected revenue.

Summing over all transactions in Ti, the overall expected
revenue under deviation is strictly lower than that under honest
broadcasting. Consequently, given that all other miners are
honest, miner i has no incentive to deviate. This completes
the proof that honest weak header broadcasting is a Nash
equilibrium in the weak header signaling subgame.

Theorem 6 establishes that honestly broadcasting weak
block headers constitutes a Nash equilibrium in the transaction
inclusion game with We-TIPS. This is primarily because weak
block headers serve solely as signals during the mining process
and do not influence the actual mining reward. The min-
ing reward is determined exclusively by successfully mined
strong blocks. Broadcasting weak block headers honestly helps
miners prevent others from selecting the same transactions,
whereas withholding or broadcasting misleading weak headers
does not offer this advantage.

Moreover, the effort required to generate any weak block
header involves a significant computational cost due to the
necessity of solving a partial proof-of-work (PoW) puzzle.
This computational demand naturally deters the creation of
malicious weak block headers, as the resources required would
exceed any potential disruptive benefit.

B. Weak Block Header Spamming Attack

In this subsection, we address the potential concern of a
weak block header spamming attack within our system, which
we argue is largely impractical due to several key factors.

Firstly, the generation of weak block headers inherently
requires computational effort, as each weak header contains
a partial proof of work. This mechanism ensures that weak
headers cannot be effortlessly produced by any malicious
entities. The proof of work design intrinsic to our protocol acts
as a deterrent against prolific header generation, as it requires
dedicated computational resources.

Secondly, the frequency and number of weak block headers
are controlled by the system parameter known as the weak
block ratio, β. In practice, this parameter will not be set
too high, as an unreasonably large weak block ratio would
be impractical and might lead to network inefficiencies. Our
empirical findings suggest that moderate values of β are suffi-
cient to achieve optimal coordination without risking network
congestion or an increase in computational demand.

Moreover, as noted by [12], the size of a block header is less
than 1% of the original block size, comparable to the size of a
typical transaction. Hence, the additional bandwidth consumed
by broadcasting weak headers is negligible in the context of
the total network traffic. This minimal bandwidth overhead
implies that even under conditions where weak headers are
broadcasted more frequently, the impact on overall network
performance remains insignificant.

In summary, the potential for a weak block header spam-
ming attack is limited by the computational constraints re-
quired to generate weak headers, the practical configuration of
the weak block ratio β, and the negligible bandwidth impact of
header broadcast. These factors collectively ensure that such
an attack is not a viable concern within the framework of our
protocol.

C. Switching Weak Header Mining

A miner can first mine on the transactions with the highest
transaction fees. Once the miner discovers a weak header, they
can switch to mining other transactions, assuming that other
miners will not mine the transaction already included in a
weak header. This approach potentially leads to higher revenue
for the miner, but it may result in delays for transactions
with high transaction fees. This behavior bears resemblance
to the delay-of-service attack discussed in TIPS [12]. It is
important to note that this strategic behavior does not impact
the system throughput or the consensus mechanism, though
further investigation could be interesting.

VIII. PERFORMANCE EVALUATION

In this section, we first provide empirical results of Conflux
[15], one of the most popular DAG-based blockchain systems,
and show how transaction inclusion collision degrades its
system performance. We conduct experiments to demonstrate
the performance of We-TIPS, and further validate our analysis.

A. Empirical Results of Conflux

Conflux is one of the most popular DAG-based blockchain
systems. To avoid transaction inclusion collision, Conflux
adopts the random transaction inclusion strategy with transac-
tion fee priority, that is, the miner will include the transaction
i in his block with probability pi, where p1

f1
= p2

f2
= · · · = pm

fm
.

We set up a full node of Conflux on a server with one AMD
Ryzen 5950X (16 cores 32 HT) CPU and 32 GB memory
to pull the latest blocks from the mainnet of Conflux. We
have collected the blocks in 1000 epochs (from 32289102-th
epoch to 32290102-th epoch), which includes total of 5584
transactions but only 4043 unique transactions, implying that
the block capacity utilization of Conflux is around 72.40%.
This implies that around 27.60% block capacity is wasted due
to the transaction inclusion collision.

B. System Implementation

We developed a high-fidelity DAG-based blockchain sim-
ulator using Python and the SimPy framework [29] based
on the implementation of the Phantom (GhostDAG) block-
DAG protocol [30]. Our simulator implements a comprehen-
sive protocol stack that includes both standard and advanced
transaction inclusion strategies, making it a versatile tool
for analyzing the performance and security of DAG-based
blockchain systems.

The simulator faithfully incorporates the concepts of the
block propagation model, transaction inclusion strategies, and
the use of weak blocks to enhance signaling during the
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mining process. We utilize the “pybloom-live” package [31] to
efficiently implement Bloom filter data structures, which play
a critical role in transaction selection and block propagation.

In our implementation, the blockchain network comprises
multiple miners, each maintaining its own local transaction
pool. These miners are fully connected, forming a peer-to-
peer network where each node operates independently based
on its local information. This setup models the real-world
scenarios of decentralized networks, where block creation and
propagation are influenced by network latency and miners’
strategic behaviors.

Each miner continuously monitors the network for weak
block signals, which provide partial proof-of-work and indi-
cate current transaction selections. Upon receiving a weak
block header, miners update their transaction pools, modi-
fying their strategies to mitigate transaction inclusion colli-
sions, thereby optimizing resource use and improving system
throughput.

Our simulator supports diverse transaction inclusion strate-
gies, adapting techniques from conventional linear blockchains
to the unique demands of DAG structures. It simulates het-
erogeneous conditions where miners have varying hash rates,
allowing comprehensive analysis across different network dy-
namics and configurations.

We demonstrate the robustness of our simulator by compar-
ing traditional approaches like those of Conflux [15] and ad-
vanced protocols like TIPS [12]. These experiments validated
the improved performance and efficiency of the weak block
signaling approach under various conditions, emphasizing the
importance of strategic transaction selection in achieving high
block utilization and transaction throughput.

C. Experiment Configuration

We develop a DAG-based blockchain simulator in Python
using Simpy [29]. The experimental configuration is as fol-
lows. We set the block size to 1MB, which is the current block
size limitation in Bitcoin. With the average transaction size
being 500 bytes, we put 2000 transactions in one block, i.e.,
n = 2000. Besides, we assume the size of the transaction pool
to be m = 10000. The propagation delay for the whole block
is a random variable following the normal distribution with
the expectation of ∆ = 10, and the propagation delay for the
signal is a random variable following the normal distribution
with the expectation of τ = 1. The block generation rate of
the DAG-based blockchain system λ ranges from 0.1 to 1.

D. Weak Block Ratio Design

Since the weak block ratio β will directly affect the perfor-
mance of We-TIPS as shown in Theorem 2, we first investigate
the impact of the weak block ratio β. Figure 3 demonstrates
the block utilization of We-TIPS with different weak block
ratios β. Specifically, when β = 1, the We-TIPS degenerates
to TIPS. We can find that block utilization increases with the
weak block ratio. This is because a large β can provide more
accurate information for miners to avoid transaction inclusion
collision. However, due to the propagation delay of the weak
block header, when β is large, too many weak block headers
may be generated during the mining process, resulting in an
intensive network load. And some weak block headers may not
be broadcast to all the miners in time, leading to insignificant
improvement. As shown in Figure 3, β = 4 is the “elbow”
where the insignificant increase in the utilization is no longer
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worth the additional increase on β. Thus, we take β = 4 in
our experiment.

E. Performance Results

To compare and further demonstrate the performance of
We-TIPS, we consider the following baselines in DAG-based
blockchain systems:

• “TIPS”: stands for transaction inclusion protocol in [12].
• “Priority”: stands for the random strategy with transaction

fee priority adopted by Conflux [15].
• “Equilibrium”: stands for the equilibrium strategy in the

standard DAG-based blockchain system [10].
• “Top”: stands for the top-n strategy in the standard

DAG-based blockchain system, where the miners always
include the transactions with the highest transaction fees.

• “We-TIPS”: stands for our proposed weak-block-based
transaction inclusion protocol with signaling.

Figure 4 shows the block capacity utilization of different
transaction inclusion protocols. We can find that We-TIPS
always achieves the highest utilization compared to TIPS and
the other protocols. Specifically, when λ = 0.2, the “Prior-
ity” strategy can achieve 77% utilization, the “Equilibrium”
strategy can achieve 79% utilization, TIPS can achieve 90%
utilization, while We-TIPS can achieve the astonishing 98%
utilization. This implies that We-TIPS can effectively avoid
transaction inclusion collision. Figure 5 shows the system
throughput (TPS) of different transaction inclusion protocols,
which shows that We-TIPS also always achieves the highest
system throughput compared to TIPS and the other protocols.

F. Fairness on Mining Reward

To further explore the fairness of mining rewards among
heterogeneous miners under the We-TIPS protocol, particu-
larly focusing on the transaction inclusion strategy outlined in
Section V, we conducted experiments involving five different
miners. Among these, one miner has a substantial hash rate
of 50%, while the remaining 10 miners exhibit homogeneity
with a hash rate of 5% each.

fee range hash rate block ratio transaction ratio reward ratio

[10,110] 50% 0.49944995 0.499499494 0.515830256
5% 0.05005501 0.050050051 0.048416974

[93,96] 50% 0.50087742 0.500589948 0.501256357
5% 0.04991226 0.049941005 0.049874364

TABLE I
MINING REWARD RATIO WITH DIFFERENT TRANSACTION FEE RANGES

In Table I, we illustrate the mining reward ratios for all
miners across different transaction fee ranges. The results
indicate that the number of blocks and transactions mined
by each participant correlates with their respective hash rates.
Notably, miners with larger hash rates tend to earn slightly
higher rewards, creating a disadvantage for those with smaller
hash rates. This discrepancy arises because miners with greater
hash rates enjoy an advantage in the transaction inclusion
game, enabling them to prioritize higher fee transactions.
Conversely, miners with lower hash rates face challenges in

competing for transactions with higher fees, opting to avoid
collisions and selecting transactions with lower fees.

Fortunately, this reward skew tends to diminish when the
transaction fee range is more limited. Consider Ethereum’s
transaction fee structure after the adoption of the EIP-1559
mechanism, which divides fees into a base fee and a priority
fee. This design ensures that the transaction fee range remains
constrained. For instance, in Ethereum, currently, the base
fee is 93, and the highest priority fee is 3 [28], resulting
in a transaction fee range predominantly between [93, 96].
Table I depicts the reward ratio under this refined transaction
fee setting, demonstrating the elimination of skew in mining
rewards.

We further examine a scenario characterized by dynamic
changes in hash rate, where the hash rate of one miner
increases from 10% to 50%. We then analyze the reward ratio
of this miner under various hash rates. As illustrated in Figure
6, the block ratio corresponds to the miner’s hash rate. We
observe that as the hash rate increases, the miner gains a
relative advantage in transaction inclusion, which results in
a reward ratio that is slightly higher than the block ratio. This
discrepancy grows as the miner’s hash rate increases. However,
these advantages in transaction inclusion are generally minor,
indicating that the We-TIPS protocol can sustain a degree of
reward fairness throughout the mining process. This fairness
in rewards also contributes to encouraging decentralization.

G. Incentive Evaluation and Impact of Malicious Behavior

We delve into a scenario where miners operate with differ-
ing hash rates: one miner employs a unique hash rate while the
other miners collectively share the remaining hash rate. Our
primary objective is to examine the contrasting behaviors of
honest miners, those who comply with the We-TIPS protocol,
and malicious miners who opt not to broadcast their weak
block headers. This analysis provides valuable insights into the
incentives for miners to comply with the We-TIPS protocol, as
well as the ramifications of adversarial actions on the overall
performance of the system.

Figure 7 illustrates the transaction reward per block under
these conditions. It is evident that honest broadcasting of weak
headers consistently yields higher rewards for miners. This
outcome underscores the incentive compatibility of the We-
TIPS protocol, affirming that adherence to honest broadcast-
ing strategies is beneficial. Conversely, non-broadcasting by
malicious miners leads to a decline in their performance.

Additionally, our findings indicate that the transaction re-
ward per block remains stable across varying hash rates,
further demonstrating that We-TIPS can effectively maintain
fairness even when hash rates differ among miners.

Turning to system throughput, Figure 8 presents the trans-
actions per second (TPS). Although a malicious miner might
deploy a non-broadcast strategy intending to undermine system
performance, the impact on TPS is marginal. The slight de-
crease in TPS arises because malicious miners do not disclose
their currently selected transactions, increasing the likelihood
of transaction inclusion collisions with honest miners. How-
ever, as depicted in Figure 8, this effect on TPS is negligible,
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highlighting the robustness of the We-TIPS protocol against
such adversarial tactics.

These insights collectively affirm that the We-TIPS proto-
col not only incentivizes honest behavior but also maintains
system integrity and performance in the presence of varying
miner behaviors and potential adversarial actions.

IX. DISCUSSION

In this section, we discuss several practical aspects of
implementing the We-TIPS protocol, including its computa-
tional and network overhead as well as its impact on security.
We also provide additional perspectives on how the protocol
enhances overall system performance.

A. Computational and Network Overhead

A primary concern when introducing any new protocol is
the additional cost it may impose on the system. In the case
of We-TIPS, the generation of weak block headers incurs no
extra computational cost. These weak headers are produced
naturally as a byproduct of the standard mining process.
Much like in Bitcoin, where miners intermittently produce
intermediate “weak blocks” or mining shares while searching
for a valid (strong) block [32], [33], We-TIPS leverages these
already occurring weak block headers to broadcast transaction
inclusion signals. This design choice ensures that miners are
not required to perform any extra work beyond their regular
mining operations.

In addition, while the use of weak block headers introduces
additional messages into the network, the associated network
overhead is negligible. The size of a block header is minimal
compared to that of a full block. According to [12], the size of
the block header is less than 1% of the original block size. So
the extra bandwidth consumed by broadcasting weak headers
is insignificant relative to the overall network traffic. Thus,
both the computational and network costs of integrating We-
TIPS remain minimal.

B. Security Considerations

Security is of paramount importance in blockchain systems,
and any protocol modification must be scrutinized for potential
vulnerabilities. A natural concern is whether the use of weak
block headers could introduce new attack vectors. However, a
key design feature of We-TIPS is that weak block headers are
used exclusively for signaling transaction inclusion and play
no role in the consensus process. Consensus updates occur
solely through strong blocks, i.e., headers that meet the full
proof-of-work target Ts.

This isolation ensures that even if adversarial nodes attempt
to broadcast misleading or incorrect weak block headers,
the integrity of the consensus mechanism remains uncompro-
mised. The security of the system against attacks such as the
51% attack is preserved because it is entirely determined by
the difficulty target Ts, which is unchanged by the introduction
of signaling. In effect, We-TIPS maintains the same robust
security guarantees as traditional proof-of-work systems while
simultaneously enhancing transaction inclusion efficiency.

C. Implications for Performance and Scalability

Beyond its negligible overhead and robust security, We-
TIPS offers significant improvements in overall system per-
formance. By enabling near real-time signaling through weak
block headers, the protocol effectively mitigates transaction
inclusion collisions. This coordination leads to better block
capacity utilization and increased throughput, as miners can
dynamically adjust their transaction selection strategies based
on timely network information. In high-concurrency environ-
ments, such as those found in DAG-based blockchains, this
improvement can result in a substantial enhancement of system
efficiency.

Moreover, the modular design of We-TIPS allows for seam-
less integration with existing DAG-based blockchain systems.
Since the protocol acts as an add-on component that does
not interfere with the core consensus mechanism, current
implementations can adopt We-TIPS with minimal changes.
This compatibility not only facilitates easier deployment but
also contributes to the scalability of the overall network by
reducing redundant transaction processing.

X. RELATED WORK

A. Transaction Inclusion Collision in DAG-based Blockchain

In the inclusive blockchain protocols [10], the authors
model the transaction selection as a non-cooperative game
with incomplete information and propose a myopic strategy.
Conflux [15] models the transaction selection as a cooperative
game and distributes the transaction fee based on Shapley
value [34]. In [12], the authors propose “TIPS”, which intro-
duces a “signal” in the transaction selection game, and help
to improve the system performance by avoiding transaction
inclusion collision after finding a new block. However, TIPS
only signals other miners when a new block is successfully
mined, which limits its performance improvement. Faced with
this limitation, we propose “We-TIPS”, the weak-block-based
transaction inclusion protocol with signaling in DAG-based
blockchain, which can signal the miners to avoid transaction
inclusion collision even during the mining process.

B. Weak Block

Employing weak solutions (and their variations) in Bitcoin
is an idea circulating on Bitcoin forums for many years [32],
[33]. Initial proposals leverage weak solutions (i.e., weak
blocks) for faster transaction confirmations [35], [36] and fork
selection rule [37]. Rizun proposes Subchains [38], where
a chain of weak blocks bridging each pair of subsequent
strong blocks is created. In [22], the authors propose the
StrongChain based on the idea of the weak block to make the
mining process more transparent and collaborative. However,
the previous work mainly focuses on the application of weak
blocks in the linear blockchain. Along a different line, we
apply the weak block in DAG-based blockchain system and
design a novel signaling protocol.
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XI. CONCLUSION

In this paper, we proposed a novel weak-block-based trans-
action inclusion protocol with signaling, We-TIPS, which
effectively avoids the transaction inclusion collision and
achieves near-optimal performance while maintaining system
security. Both the theoretical analysis and experiment results
significantly demonstrate the high efficiency of We-TIPS.

Multi-agent reinforcement learning (MARL) is an ideal tool
to capture the feature of the mining process in We-TIPS after
modeling the system as a multi-agent Markov decision process
(MMDP). Using MARL to explore a more efficient transaction
inclusion strategy will be one of our future works.
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